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personal information.

ences, characteristics, psychological
trends, predispositions, behavior,
attitudes, intelligence, abilities, and
aptitudes.

from you
(b From third parties

Yo
ib) From third parties

A Identifiers. A real name, alias, postal address, YES {a) Performance of a contract (a) Secure file sharing and trans-
unique personal identifier, online from you ib) MNecessary for our legitimate | fer services
identifier, Internet Protocol address, {b) From third parties interests (b} Professional service provid-
email address, account name, Social () Mecessary to comply with a | ers, including external auditors
Security number, driver's license num- legal obligation and collection agencies, and state
ber, passport number, or other similar bar associations
identifiers. ic) Other clients where needed
tor conflict waivers
B. Personal information cate- | A name, signature, Social Security YES (a) Directly or indirectly fa) Performance of a contract (a) Secure file sharing and trans-
gories listed in the California | number, physical characteristics or de- from you {b} Mecessary for our legitimate | fer services
Customer Records statute (Cal. | scription, address, telephone number, {b) From third parties interests (b} Professional service provid-
Civ. Code § 1798.800(e)). passport number, driver's license or i) Mecessary to comply witha | ers, including external auditors
state identification card nuwmber, insur- legal obligation and collection agencies, and state
ance policy number, education, emn- bar associations
ployment, employment history, bank () Other clients where needed
account number, credit card number, for conflict waivers
debit card number, or any other finan-
cial information, medical information,
or health insurance information. |
C. Protected classification char- | Race (which includes historically YES (a) Directly or indirectly (a) Performance of a contract {a) Secure file sharing and trans-
acteristics under California or | associated traits, such as hair styles and from you ib) Mecessary for our legitimate | fer services
federal law. protective hair styles, e.g.. braids, locks, (b} From third parties interests (b} Professional service provid-
and twists), religious creed (which () Mecessary to comply with a | ers, including external auditors
includes religious dress and groom- legal obligation
ing practices), color, national origin
(which includes, but is not limited to,
naticnal origin groups and aspects of
naticnal origin, such as height, weight,
accent, or language proficiency],
ancestry, physical disability, mental
disability, medical condition, genetic
information, marital status, sex {which
includes pregnancy, childbirth, breast-
feeding, and related medical condi-
tions), gender, gender identity, gender
expression, age, sexual orientation,
military or veteran status {including
state and federal active and reserve
members as well as those ordered to
duty or training), immigration/citizen-
ship status or related protected activ-
ities (which includes undocumented
individuals and human trafficking),
protected medical leaves, domestic
violence victim status, political afhlia-
tion, or any other category or activity
protected by federal, state, or local
— . : laws, ordinances, or regulations. . . : : L .
D. Commercial information. Records of personal property, prod- YES {a) Directly or indirectly fa) Performance of a contract {a) Secure file sharing and trans-
ucts or services purchased, obtained, from you ib) Mecessary for our legitimate | fer services
or considered, or other purchasing or (b} From third parties interests (b} Professional service provid-
consuming histories or tendencies. (c) Mecessary to comply witha | ers, including external auditors
legal obligation and collection agencies
ic) Other clients where needed
for conflict waivers
E. Biometric information. Genetic, physiological, behavioral, and NO N/A MNiA N/A
biological characteristics, or activity
patterns used to extract a template or
other identifier or identifying infor-
mation, such as, fingerprints, face-
prints, and voiceprints, iris or retina
scans, keystroke, gait, or other physical
patterns, and sleep, health, or exercise
data.
E Internet or other similar net- | Browsing history, search history, in- YES {a) Directly or indirectly (a) Performance of a contract {a) IT service providers
work activity. formation on a consumer's interaction from you (b} MNecessary for our legitimate | (b} Security vendors, including
with a website, email, application, or {b) From third parties interests cyber
advertisement. i) Mecessary to comply with a
legal obligation
G. Geolocation data. Physical location or movenents. NO N/A NiA N/A
H. Sensory data. Audio, electronic, visual, thermal, ol- NO N/A NiA N/A
factory, or similar information.
L Professional or employ- Current or past job history or perfor- YES {a) Directly or indirectly (a) Performance of a contract (a) Secure file sharing and trans-
ment-related information. mance evaluations. from you (b} MNecessary for our legitimate | fer services
(b} From third parties interests ib) Professional service provid-
() Mecessary to comply with a | ers, including external auditors
legal obligation and collection agencies
J. Non-public education infor- | Education records directly related to a NO N/A NiA N/A
mation {per the Family Educa- | student maintained by an educational
tional Rights and Privacy Act | institution or party acting on its behalf,
(20 T1S.C. Section 1232g, 34 such as grades, transcripts, class lists,
C.ER. Part 99}). stiudent schedules, student identifica-
tion codes, student financial informa-
tion, or student disciplinary records.
E. Inferences drawn from other | Profile reflecting a person's prefer- YES {a) Directly or indirectly fa) Directly or indirectly from N/A

! Examples listed herein are illustrative of the types of personal information included in each category and may or may not be the specific types of personal information collected on an
individual employee or job applicant. Additicnally, some personal information included in these categories may overlap with other categories.




